
As the e-vapor industry evolves, manufacturers must keep up with an expanding legal and 
regulatory landscape. In addition to designing their products and services to comply, it is 
important for e-vapor companies to carefully assess their business practices and relationships 

with employees and business partners to best protect their confidential information and intellectual 
property, minimize their liability when relying on third parties, and ensure that they comply with 
applicable laws when marketing and selling their products and services to consumers. This checklist 
highlights ten business, advertising, and intellectual property considerations for e-vapor companies 
doing business in the United States. Other countries may have different (and in some cases more 
stringent) requirements, so companies should understand their obligations wherever they conduct 
business. This checklist is provided for general information purposes. It is not intended to provide a 
comprehensive summary of applicable laws, and does not constitute legal advice.  
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When relying on third parties to perform services on the company’s behalf, written agreements should be in 
place to memorialize the services to be performed and the parties’ rights and obligations. In addition to the 
business terms, some common legal terms to consider include: ownership of any work product that is developed 
and intellectual property licenses; confidentiality obligations; insurance requirements; and indemnification for 
claims arising out of the contractor’s acts or omissions.  

In some cases, it may be prudent to have a separate non-disclosure agreement in place for employees, vendors, 
and other independent contractors to ensure that the company’s confidential and proprietary information is 
adequately protected and to provide remedies in the event of a breach.

It is important to understand what insurance is available to the company, what types of insurance and amounts 
are appropriate to cover the company and its directors, officers, employees, and contractors, and what activities 
are and are not covered. Companies should periodically review their policies to ensure that the coverage 
continues to be adequate and satisfies any requirements imposed by third parties.        

The term “trademark” is often used to refer to different types of marks, such as trademarks, service marks, 
and certification marks, that identify the source of a good or service. In the United States (unlike some other 
countries), registration of a trademark is not required for a party to claim rights to it, but federal registration with 
the U.S. Patent and Trademark Office affords certain advantages. Only distinctive trademarks are approved for 
registration, so companies seeking to use marks exclusively should strive to develop strong marks that are less 
likely to be challenged. In addition, a trademark being used by one company does not have to be exactly the 
same as a mark being used by another for the other company to succeed in alleging trademark infringement 
if that party can demonstrate a likelihood of consumer confusion. The likelihood of confusion analysis involves 
several factors, such as similarity of the marks in appearance and sound, similarity of the goods and services, and 
the channels of trade in which the marks are used.  

Copyright protection is granted for original works of authorship fixed in a tangible medium, such as articles, 
artwork, photos, videos, music, computer programs, databases, and websites. In the United States, registration is 
not required for a party to claim ownership and pursue a remedy for infringement, but a work must be registered 
with the U.S. Copyright Office before the owner can bring a lawsuit for copyright infringement. To avoid 
infringing on another’s rights, it is prudent to always check the source of copyrighted material before using it on 
product packaging and websites and in other advertising and marketing materials and ensure that the company 
either owns the work or has a license to use. Companies should not assume that they have a right to use a work 
merely because it is publicly available.   
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E-vapor companies invest time and money in developing valuable trade secrets, such as formulas, 
manufacturing processes, software, business and marketing plans, and customer information. Accordingly, 
companies should take steps to protect their trade secrets, such as through written agreements with 
contractors and employees.  

Companies that offer public websites, mobile apps, and other online services should incorporate Terms of Use 
that govern how consumers can and cannot use the services and content, establish the company’s rights, and 
help protect the company from liability arising out of use of the services. 

Companies that collect information from and about their employees, customers, and other consumers should 
be proactive in protecting consumer privacy and securing the data they collect, as appropriate and as required 
by applicable international, federal, and state laws. A fundamental requirement for all businesses that operate 
commercial websites and online services is to post a privacy policy that describes the types of information 
collected, how it is collected and for what purposes, where it is stored, how it is secured, and any third parties 
with whom information is shared. The privacy policy must accurately describe the company’s practices, so it 
should be tailored to the company’s specific practices, reviewed periodically, and updated as necessary. Most 
states have laws governing how companies must respond to a data breach, and the landscape is even more 
complex when information for non-U.S. residents is involved. It may be appropriate to address privacy and 
data security in contracts with third parties when personal information will be shared.  

The same advertising, intellectual property, and other laws that apply to companies’ activities offline apply 
to company websites, blogs, and social media pages. For example, the U.S. Federal Trade Commission (FTC) 
enforces the use of endorsements and testimonials from consumers, celebrities, and employees in company 
advertising, such as through comments, photos, or videos, and both a company and its endorsers can be held 
liable for violations. There are also a host of requirements for conducting online contests, sweepstakes, and 
other promotions.

In the United States, commercial e-mail messages are governed by the CAN-SPAM Act, which is enforced by 
the FTC, and text messages are governed by the Telephone Consumer Protection Act, which is enforced by the 
Federal Communications Commission (FCC). All commercial e-mail messages must identify the message as an 
ad and include contact information for the business, a functioning opt-out mechanism, and accurate subject 
lines and header information. Written consent is required to send commercial text messages, and the FCC has 
prescribed specific language. Informational text messages also require consent, which need not be in writing, 
but should be explicit. For both e-mail and text messages, companies should implement processes to ensure 
that all opt-out requests are honored.  
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